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- > Tesla Model S and Model 3 vulnerable
:> G N SS//\J{lL C\— t O T) %@ C\— 7-&\ O T \J ) % . to GNSS spoofing attacks
June 28, 2019 - By GPS World Staff Est. reading time: 5 minutes @

HFFT e ot
Research from Regulus
—_— —_— o) N RY Uy I Cyber Shows

. TX 7$ﬁﬁd)x7 _7 /r /7I£_$§E-_XC\_$(TJ—§—%HE55 |$O)$I§Iﬁ:‘: T:eTesIaModeISand

Model 3 — electric cars built @b i

— NVATS [ < N U ~/— -~ a for speed and safety — are -

‘ '7 7 7 /r ﬂ Ek%‘ E > X 7 I 7 /f / 7 I&E%Ex 75\ ’[—_I_j ) *‘L 7L: t \', \ ’) :\#Ii [=] vulnerable to cyberattacks Tesla Model 3. (Photo: Tesla)
aimed at their navigation

systems, according to recent

1‘& C - :E) research from Regulus Cyber.
- ¥

During a test drive using Tesla's Navigate on Autopilot feature, a staged
attack caused the car to suddenly slow down and unexpectedly veer off

E IJ /ﬁ *72% L, % 9& = = t —_ J: % E& the main road. Regulus Cyber, the first company to deal with smart-
. a ﬁ% 1 l] <X Hb 7 — C\— % sensor security across a wide range of applications including
automotive, mobile, and critical infrastructure, initially discovered the
Tesla vulnerability during its ongoing study of the threat that easily

® ﬁ /_[E—_['_ é *L 7": jgb\ ’513% D E/El ETb E_:*Y\D _'gjcj ﬁ accessible spoofing technology poses to GNSS receivers.
0 BEAHVELRMTEDRI ALDHS Fig. 7TXZEHM, X 7—7 4 V7 HEBHEDLE ©

700N
[2]Tesla Model S and Model 3 vulnerable to GNSS spoofing attacks.
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